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Intel brass on surprise Pakistan trip
Laura Rozen, Politico.com, 18 May 2010

White House national security adviser Jim Jones and CIA Director Leon Panetta arrived Tuesday in
Pakistan, and unusually, given security concerns, the White House is acknowledging their travel while
they are on the ground.

“In light of the failed Times Square terrorist attack and other terrorist attacks that trace to the border
region, we believe that it is time to redouble our efforts with our allies in Pakistan to close this safe haven
and create an environment where we and the Pakistani people can lead safe and productive lives,”
National Security Council spokesman Mike Hammer, accompanying them, said of the trip.

Attorney General Eric Holder and other U.S. officials have said there is evidence that Pakistani Taliban
elements directed Faisal Shahzad, the Pakistani-American suspect, in the failed Times Square car bomb
plot earlier this month. Shahzad, who was arraigned tonight in federal court in Manhatten after a two
week delay, has reportedly told American investigators that he trained in a camp in Waziristan, one of the
tribal areas on Pakistan's border with Afghanistan.

U.S. officials want to be sure they are taking every step, coordinating and cooperating, to prevent future
attacks originating from extremist groups operating in Pakistan, one source explained.

The Pakistanis are also interested in learning what U.S. investigators have uncovered as a result of the
ongoing investigation of Shahzad. Jones and Panetta will also brief Pakistani officials on the visit of
Afghan President Hamid Karzai to Washington last week.

Jones, on his fourth trip to Pakistan in the job, has developed an excellent dialogue with the Pakistanis.

Senior Pakistani civilian and military officials, including Gen. Ashfaqg Parvez, the powerful chief of the
army general staff, were in Washington in March to meet their American counterparts, and in April,
President Obama met with Pakistani Prime Minister Yousuf Raza Gilani on the sidelines of the Nuclear
Security Summit.

When reports of the trip emerged, the administration seemingly decided to confirm it and put it in context,
in part to maintain the strong dialogue the U.S. and Pakistan have developed.

“NSA General Jones and Director Panetta’s visit will focus on these critical security issues and will also
be an opportunity to engage with [their] counterparts on the progress that is being made” in a dozen
working groups established as part of a U.S.-Pakistan strategic dialogue, Hammer said, emphasizing that
the U.S. and Pakistan have a "robust bilateral relationship” based on "shared interests."

Meantime, South Asian media reported that Kayani's tenure as army chief will not be extended past
November. "Pakistan’s defense minister Chaudhry Ahmed Mukhtar said that the government was “neither
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granting extension to chief of army staff General Ashfaq Parvez Kayani nor had the general sought it.”
The Times of India reported.

Jones' trip seemed to come about at short notice. He had been due to speak Tuesday night at a
conference in Washington, but the group announced Monday that it had been informed he had to travel
and the White House would send Obama's counterterrorism advisor John Brennan in his stead .

© 2010 Capitol News Company, LLC

Lieberman's cybersecurity bill leans on buying power
Aliya Sternstein, GovExec.com, 18 May 2010

Under Sen. Lieberman's proposal, acquisition officers would be better informed about security features
and flaws.

Sen. Joe Lieberman, I-Conn., plans to unveil a bill soon that aims to beef up cybersecurity inside and
outside government by using agencies' mammoth collective purchasing power to demand safeguards in
information technology products, a Senate Democratic aide said on Monday.

The House and Senate are working on a bill that would update the 2002 Federal Information Security
Information Management Act, a law widely criticized for requiring agencies to fill out reports showing they
have complied with security policies rather than asking them to take specific actions to secure networks.

The House Oversight and Government Reform Committee is expected to vote on a FISMA reform bill
possibly this week. Lieberman, who chairs the Homeland Security and Governmental Affairs Committee,
is expected to fold a companion Senate bill sponsored by committee member Sen. Thomas Carper, D-
Del., into a comprehensive cybersecurity package.

Lieberman's proposal would reform government procurement by "creating a system that requires
acquisition officers in the federal government to have the knowledge that they need about the
vulnerabilities in products,” but would stop short of blacklisting certain technologies, said Deborah
Parkinson, a Democratic staffer on the Senate committee. She explained officials would be better
informed about product security features and security deficiencies, which would have a ripple effect on
shaping the security posture of the IT market.

Some IT industry players have raised concerns about a procurement provision in the House bill that
would require the government to develop a list of technologies, in order of priority, that agencies should
use to automate security functions. Vendors say the list would prematurely pick winners and losers in a
market that is constantly changing and the provision could unintentionally hamper innovation.

Parkinson was speaking at a discussion hosted by the Woodrow Wilson International Center for Scholars
on threats to national security posted by the Internet. The talk focused on the search for strategies to
deflect such threats inside and outside government while also protecting the free flow of information
across national boarders.

Other priorities in Lieberman's Senate bill include elevating cybersecurity within the Homeland Security
Department and creating a permanent White House cybersecurity officer to replace the current cyber czar
position President Obama established using his regulatory authorities. Obama or any future president can
eliminate the position unless Congress codifies it. In addition, the Lieberman bill would include provisions
aimed at recruiting and retaining federal employees with information security expertise.
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The committee's ranking Republican Sen. Susan Collins, R-Maine, opposes the idea of a White House
cyber czar. She has argued the position should be in DHS, pointing out the department already has
experience conducting the aggressive system monitoring and testing that such a job demands.

During Monday's panel, Parkinson explained Lieberman's rationale for placing the cybersecurity director
in the White House. "When you are talking about cybersecurity, you are not just talking about homeland
security," she said. But Lieberman's proposal simultaneously would strengthen DHS' role in coordinating
federal cybersecurity, Parkinson added.

Perhaps one of the greatest cyberthreats confronting the nation is an attack by a foreign entity at war with
the United States, not an assault by criminals, said Forrest Hare, a Defense Department staffer within the
Office of Undersecretary of Defense for Intelligence, who said he was not speaking on behalf of the
department.

"An able nation state could potentially take down power to some part of the country. We clearly expect the
nation's critical infrastructure to be at risk [during war]," he said. But "one-off criminal masterminds doing
that -- why would they do that?"

Marcus Sachs, a former National Security Council staff director, said most important, the government
needs a policy that defines cyberspace. "Is it a military place where we fight future battles? Is it a space
for economic prosperity?" he said during the discussion. Formulating such a policy would give the United
States a chance to fix weaknesses in the existing network infrastructure, said Sachs, who now serves as
executive director for national security and cyber policy at Verizon.

For example, the government and the private sector currently are building the so-called smart grid, a
power distribution network that will deliver electricity and usage data to improve reliability, security and
efficiency.

"The smart grid in its final form will look very much like the Internet,"” Sachs said. "One option is to make it
part of the Internet. Another option is to create a completely separate network. What you learn from the
smart grid you may be able to take back and apply to the Internet.”

© 2010 BY NATIONAL JOURNAL GROUP, INC. ALL RIGHTS RESERVED

WH adviser: Interrogation team questions Shahzad
Kimberly Dozier, Associated Press, FederalNewsRadio.com, 18 May 2010

WASHINGTON (AP) -- White House terrorism adviser John Brennan said Tuesday a special team of
investigators has begun interrogating high-value terrorist suspects in the U.S. and abroad, including the
man accused in the failed Times Square bombing.

At a foreign policy forum, Brennan confirmed that the so-called high-value detainee interrogation group,
or the HIG, has been at work for the past few months.

The elite team of investigators from the FBI, CIA and Defense Department was set up to question terror
suspects as soon as possible after an arrest. The idea is to quickly extract information from a would-be
terrorist to head off any plots that might be about to unfold and track down anyone who might have aided
the suspect.

The White House was furious when it found the HIG had not been officially formed in time to question
Christmas Day bombing suspect Umar Farouk Abdulmutallab despite a direct order from the president
last fall, according to one current and one former senior counterterrorist official. Both spoke on condition
of anonymity because they were not cleared to speak to the news media.
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Brennan would not say exactly when the unit was put together, though its charter was drawn up only in
April, said a senior Senate staffer, who spoke on the condition of anonymity because of the sensitivity of
the case. But Brennan said that many of the elements that now make up the HIG's mobile interrogation
teams were called upon to question Abdulmutallab.

During a question-and-answer session at a discussion sponsored by the Nixon Center, Brennan
confirmed that the HIG had been used to question Faisal Shahzad, the Pakistan-born U.S. citizen
accused of driving an SUV rigged with explosives into Times Square. The bomb did not explode. Brennan
did not elaborate on the questioning.

The unit as it exists now is run by the FBI and headed by an FBI employee with two deputies - one from
the CIA and one from the Defense Department, the officials said. Its three regional teams - their locations
have not been disclosed - will be staffed by a full-time team of experts, including everything from linguists
to terrorist analysts to professional interrogators. The permanent teams will be supplemented by other
government specialists, depending on the suspect. The teams' duties include everything from questioning
suspects to researching the best ways to get the most information out of them.

The HIG's mobile teams also won't necessarily be the first investigators on the scene, the officials say.
Inside the U.S., it might be the FBI or an existing Joint Terrorism Task Force unit that responds first. The
HIG's teams would then be deployed on a case-by-case basis to supplement those efforts stateside or
overseas at military bases or foreign detention centers if the suspect is held by a willing U.S. ally.

Senior administration officials say while the HIG's teams were not designed to gather evidence for
prosecution, they'll work to preserve evidence that might be needed in court.

The senior administration officials insist the group can legally be used to question U.S. citizens or
foreigners - and that includes the participation of CIA agents. But one added that an effort would be made
to keep the CIA agents out of the interrogation process inside the U.S. to avoid having defense attorneys
call them into court.

The Defense Department this month implemented a new rule that requires the videotaping of all
interrogations on military bases, but the rule does not apply when FBI and CIA agents are involved or in a
foreign nation's detention facilities.

Copyright 2010 The Associated Press. All rights reserved.

Major Powers Have Deal on Sanctions for Iran
David E. Sanger and Mark Landler, New York Times, 19 May 2010, Page Al

WASHINGTON -- The Obama administration announced an agreement on Tuesday with other major
powers, including Russia and China, to impose a fourth set of sanctions on Iran over its nuclear program,
setting the stage for an intense tug of war with Tehran as it tries to avoid passage of the penalties by the
full United Nations Security Council.

The announcement came just a day after Iranian leaders announced their own tentative deal, with Turkey
and Brazil, to turn over about half of Iran's stockpile of nuclear fuel for a year, part of a frantic effort to
blunt the American-led campaign for harsher sanctions.

"This announcement is as convincing an answer to the efforts undertaken in Tehran over the last few

days as any we could provide," Secretary of State Hillary Rodham Clinton told the Senate Foreign
Relations Committee, describing the agreement as a "strong draft.”
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But even if the Security Council adopts the new sanctions, it is unclear whether the provisions -- including
a mandate to inspect Iranian ships suspected of entering international ports with nuclear-related
technology or weapons -- would inflict enough pain to force Iran to halt its uranium enrichment and
cooperate with international inspectors. None of the previous three sets of sanctions passed by the
Council during the Bush administration succeeded in their goal: forcing Iran to end its enrichment of
uranium and to answer the many questions posed by international inspectors related to their suspicions
about Iranian research into nuclear weapons.

Some of the toughest proposals were barely even discussed as the United States sought support from
China, which is a major trading partner with Iran and has been the most resistant to new sanctions. Along
with the Russians, the Chinese blocked any measure that would stop the flow of oil from Iranian ports or
gasoline into the country. President Obama himself had raised the possibility of such sanctions during the
2008 campaign.

In the end, a deal was reached by the five permanent, veto-wielding members of the Council -- the United
States, Britain, France, Russia and China -- plus Germany. They agreed on sanctions against Iranian
financial institutions, including those that supported the Islamic Revolutionary Guards Corps. Members of
the Guard Corps are responsible for overseeing the military aspects of the nuclear program and have
assumed commanding roles in the broader Iranian economy.

The newest element of the sanctions would require countries to inspect ships or planes headed into or
out of Iran if there were suspicions that banned materials were aboard. But as in the case of sanctions
against North Korea, there is no authorization to board ships forcibly at sea, a step officials from many
countries warned could touch off a larger confrontation.

Another new element bars all countries from permitting Iran to invest in nuclear enrichment plants,
uranium mines and other nuclear-related technology. That appeared to be aimed at halting rumored
Iranian ventures with Venezuela and Zimbabwe, or with companies in Europe.

The agreement came months later than the administration had hoped, and after a hectic week of
diplomacy, capped by a last-minute phone call by Mrs. Clinton to Russia's foreign minister, Sergey V.
Lavrov, to confirm whether Moscow was on board, a senior American official said.

The United States believed that it was close to a deal last week, said the official, who did not want to be
identified by name while discussing internal negotiations. But it could not resolve the final points with
Russia over conventional, nonnuclear arms sales to Iran, and with China over its energy investments
there.

The American ambassador to the United Nations, Susan E. Rice, said, "We will seek a vote as soon as
the conditions are right and Council members have had an opportunity to consider it." Several officials
said that moment would not come until next month, at the earliest.

Even if the proposed sanctions survive without being watered down, administration officials concede that
they are unlikely to alter Iran's behavior, unless they are combined with considerable additional pressure.

The previous three sets of sanctions were simply ignored by many of Iran's trading partners. "The devil
has been in the implementation," Patrick Clawson, the deputy director for research at the Washington
Institute for Near East Studies.

The draft resolution faces resistance from Brazil and Turkey, which have seats on the Council and
brokered the deal to transfer some of Iran's nuclear fuel out of the country. Prime Minister Recep Tayyip
Erdogan of Turkey sharply criticized the continued push for sanctions by the United States. Mr. Erdogan
worked with President Luiz Incio Lula da Silva of Brazil to reach the accord with Iran on Monday.

Page 5 of 15



PIAB Media Highlights
May 19, 2010

Maria Luiza Ribeiro Viotti, Brazil's ambassador to the United Nations, said, "Brazil is not engaging in any
discussion about this draft resolution, because we are sure there is a new situation."

Turkey and Brazil have considerable business dealings with Iran, and are seen as eager to flex their
muscles on the international stage. The ambassadors from the five permanent members of the Council,
speaking with reporters at the United Nations, said that they respected the compromise that the countries
had reached with Iran but that it did not address their core concern: Iran's continuing efforts to enrich
uranium.

Vitaly I. Churkin, the Russian ambassador, said that the draft resolution contained "language we can live
with, because it is focused adequately on nonproliferation matters."

Li Baodong, the Chinese envoy, said the resolution should signal to Iran that it needs to cooperate with
the United Nations' atomic energy agency. "The purpose of sanctions is to bring the Iranian side to the
negotiating table," he said, while praising the initiative taken by Brazil and Turkey.

Iran's announcement that it would ship what is believed to be roughly half of its nuclear fuel to Turkey for
further enrichment appeared to be a bid to undercut the American efforts to bring along China and
Russia. The offer resembled an accord made with the West last October that fell apart when Iran
backtracked.

Iran has said its nuclear program is intended to produce civilian energy, but American and European
officials have pointed to work that seems unrelated to simply producing power.

A senior administration official said that one of the most critical sections of the proposed sanctions was
modeled on a resolution passed last year against North Korea, after its second nuclear test. That
resolution authorized all nations to search cargo ships heading into or out of the country if there were
suspicions that weapons or nuclear technology were aboard.

In North Korea's case, there have already been some modest successes. In one case, North Korea sent
one of its ships back to port, rather than risk having it boarded and inspected.

Neil MacFarguhar contributed reporting from the United Nations, Peter Baker from Washington, and
Raphael Minder from Madrid.

Copyright 2010 The New York Times Company

Special Report: How the White House learned to love the drone
Adam Entous, Reuters.com, 18 May 2010

WASHINGTON (Reuters) -- By all appearances, the Obama administration wanted him alive, not dead. It
posted a $5 million reward for information leading to the "location, arrest, and/or conviction" of Baitullah
Mehsud, the fierce leader of the Pakistani Taliban, in a March 25, 2009 notice.

But delivering Mehsud alive for prosecution was never a serious option for the Central Intelligence
Agency and U.S. military Special Operations teams that track such "high-value" targets. He was killed
less than five months later in a ClA-directed drone strike.

In the rugged mountains of western Pakistan, missiles launched by unmanned Predator or Reaper drones
have become so commonplace that some U.S. officials liken them to modern-day "cannon fire." And they
are no longer aimed solely at "high-value" targets like Mehsud, according to U.S. counterterrorism and
defense officials.
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Under a secret directive first issued by former President George W. Bush and continued by Barack
Obama, the CIA has broadly expanded the "target set" for drone strikes. As a result, what is still officially
classified as a covert campaign on Pakistan's side of the border with Afghanistan has in many ways
morphed into a parallel conventional war, several experts say.

Killing wanted militants is simply "easier" than capturing them, said an official, who like most interviewed
for this story support the stepped-up program and asked not to be identified. Another official added: "It is
increasingly the preferred option."

An analysis of data provided to Reuters by U.S. government sources shows that the CIA has killed
around 12 times more low-level fighters than mid-to-high-level al Qaeda and Taliban leaders since the
drone strikes intensified in the summer of 2008.

Reuters has also learned that Pakistan, though officially opposed to the strikes, is providing more behind-
the-scenes assistance than in the past.

Beyond the human intelligence that the CIA relies on to identify targets, Pakistani agents are sometimes
present at U.S. bases, and are increasingly involved in target selection and strike coordination, current
and former U.S. officials said.

Back in Washington, the technology is considered such a success that the U.S. military has been
positioning Reaper drones at a base in the Horn of Africa.

The aircraft can be used against militants in Yemen and Somalia, and even potentially against pirates
who attack commercial ships traversing the Gulf of Aden and the Indian Ocean, officials said.

"Everyone has fallen in love with them," a former U.S. intelligence official said of the drone strikes.
NOWHERE TO PUT THEM

By some accounts, the growing reliance on drone strikes is partly a result of the Obama administration's
bid to repair the damage to America's image abroad in the wake of Bush-era allegations of torture and
secret detentions.

Besides putting an end to harsh interrogation methods, the president issued executive orders to ban
secret CIA detention centers and close the Guantanamo Bay prison camp.

Some current and former counterterrorism officials say an unintended consequence of these decisions
may be that capturing wanted militants has become a less viable option. As one official said: "There is
nowhere to put them."

A former U.S. intelligence official, who was involved in the process until recently, said: "I got the sense:
‘What the hell do we do with this guy if we get him?' It's not the primary consideration but it has to be a
consideration."

There are other reasons behind the expansion of the drone program, including improvements in drone
technology.

"Many of the highest priority terrorists are in some of the remotest, most inaccessible, parts of our planet,”
one U.S. official said of why targeted killing has gained favor. "Since they're actively plotting against us
and our allies, you've got two choices -- kill or capture. When these people are where they are, and are
doing what they're doing, it's just not a tough decision."
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The Obama White House chaffs at suggestions its policies could make it harder to capture wanted
militants.

"Any comment along the lines of 'there is nowhere to put captured militants' would be flat wrong. Over the
past 16 months, the U.S. has worked closely with its counterterrorism partners in South Asia and around
the world to capture, detain, and interrogate hundreds of militants and terrorists," a senior U.S. official
said.

As the CIA program in Pakistan expands, the Pentagon's own targeted killing programs, run by secretive
Special Ops and intelligence units, have also been ramped up under Obama.

"There is little to no pushback" from the White House, according to one defense official who supports the
policy. He said that when it came to adding wanted militants to top secret target lists, the Pentagon was
getting "all the support it could want," though some insiders think the military isn't updating the lists fast
enough.

For their part, U.S. officials say the targeted killing programs have dealt a serious blow to al Qaeda and
the Taliban, probably saving American lives in the process.

But as one former intelligence official, quoting Newton's law of motion that every action has a reaction,
said: there's no way to know the consequences "upfront.”

There are signs that the drone strikes may have become a rallying cry for many militants and their
supporters, including Faisal Shahzad, the suspect in the attempted car-bombing in New York's Times
Square on May 1. U.S. investigators believe Shahzad received assistance from the Pakistani Taliban,
which had vowed to avenge the killing of Mehsud.

Likewise, al Qaeda in the Arabian Peninsula said its plot to blow up a U.S. passenger jet on Christmas
Day was payback for what it called U.S. attacks on the group in Yemen.

COMMONPLACE KILLINGS

In a June 2007 debate with his Democratic rivals, then-candidate Obama spelled out why he believed it
would be legal to use a Hellfire missile to take out Osama bin Laden in Pakistan even if some innocent
civilians would be Kkilled in the process.

"I don't believe in assassinations, but Osama bin Laden has declared war on us, killed 3,000 people, and
under existing law, including international law, when you've got a military target like bin Laden, you take
him out. And if you have 20 minutes, you do it swiftly and surely,” Obama said.

Obama's saber-rattling about using force in Pakistan was a way to "demonstrate his national security
bona fides" in the middle of a tough campaign, said Richard Fontaine, a senior fellow at the Center for a
New American Security who served as foreign policy adviser to Republican Senator John McCain, who
lost to Obama in the 2008 election.

Bruce Riedel, a former CIA analyst, said the Obama administration ran with the drone program because,
when it came to office, "it found itself with a real al Qaeda threat and one tool to work with."

"l don't think he (Obama) had really any alternatives. He seized the tool that was in front of him," said
Riedel, who chaired Obama's strategic review of Afghanistan and Pakistan policy that was completed in
March 2009.

A former U.S. intelligence official said the strategy was "politically foolproof" because the mainstream
candidates on both sides of the political spectrum "campaigned on who can kill more of these guys."
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Under Obama, the program has grown to such an extent that, according to a Reuters tally, the nearly 60
missiles fired from the CIA's drones in Pakistan in the first four months of this year roughly matched the
number fired by all of the drones piloted by the U.S. military in neighboring Afghanistan -- the recognized
war zone -- during the same time period.

In Pakistan, the pace has jumped to two or three strikes a week, up roughly fourfold from the Bush years.

Of the 500 militants the agency believes the drones have killed since the summer of 2008, about 14 are
widely considered to be top tier militant targets, while another 25 are considered mid-to-high-level
organizers.

Independent tallies based on news accounts from the region put the deathtoll from drones since mid-2008
much higher -- at anywhere from nearly 700 to around 1,200.

In addition to authorizing the CIA to strike fighters and leaders linked to Tehrik-e-Taliban Pakistan (TTP),
the Pakistani Taliban, Obama's National Security Council recently took the program in a new direction by
adding an American citizen to the CIA's hit list -- Muslim cleric Anwar al-Awlaki of Yemen's al Qaeda in
the Arabian Peninsula.

The Obama administration says it has safeguards in place for identifying what it calls "lawful targets.” A
U.S. counterterrorism official said: "Targets are chosen with extreme care... There's no such thing as a
random strike."

But some human rights groups question how robust those safeguards could be if the CIA is killing
hundreds of militants whose identities are largely unknown. They also worry about civilians.

A Pakistani intelligence official dealing with South Waziristan said the vast majority of the deaths were
just foot soldiers. "They hit whoever they get," another intelligence official in North Waziristan said.

A former U.S. intelligence official said it was unclear what protocols the CIA was following for targeting
foot-soldiers: "If it becomes a more generalized 'kill anybody' (approach), it degrades the notion we're
going after serious threats to the United States. It's a slippery slope."

According to U.S. intelligence estimates, no more than 30 non-combatants were killed alongside the 500
militants -- the equivalent of a little more than 5 percent, or about one out of every 20. These mainly
included family members who live and travel with theCIA's targets.

The CIA won't disclose how it verifies who's who among the casualties, but former officials say drones will
linger overhead, in some cases for hours after each strike so the CIA can literally count the bodies.

To determine who is a civilian, the CIA looks at a number of indicators, including gender. As a general
rule, a woman is counted as a non-combatant, former officials said.

The Pakistani intelligence officer in North Waziristan said 20 percent of total deaths were civilians or non-
combatants, or one in five.

But others put the figure much higher. "The ratio is getting better but based on my military experience,
there's simply no way" so few civilians have been killed, Jeffrey Addicott, who served as the senior legal
adviser to the U.S. Army Special Forces, the Green Berets, said of the U.S. tally.

"For one bad guy you kill, you'd expect 1.5 civilian deaths" because no matter how good the technology,
"killing from that high above, there's always the 'oops’ factor," he said.
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'KILL THEM WHEN THEY'RE EATING'

To justify its extensive use of drones in targeted killings, Obama administration lawyers poured over
reams of legal opinions and findings. They pointed to precedents as far back as World War Two, when a
squadron of U.S. fighter planes tracked and shot down the airplane carrying the architect of Japan's
surprise attack on Pearl Harbor, Admiral Isoroku Yamamoto.

"In a different time and place, that action might have been seen as unchivalrous or unsportsmanlike,"
Conrad Crane, director of the U.S. Army Military History Institute, said of the 1943 targeted killing.

Like technology, battlefield norms "change by year, change by culture," Crane said. "But taking out
enemy leaders is an important part of warfare and has been going on for millennia."

In a recent speech outlining the Obama administration's position publicly, Harold Hongju Koh, the State
Department's legal adviser, said: "The United States is in an armed conflict with al Qaeda, as well as the
Taliban and associated forces, in response to the horrific 9/11 attacks, and may use force consistent with
its inherent right to self-defense under international law."

Scholars say Obama'’s targeted killing doctrine appears to be little different from Bush's: Once someone
has been deemed a lawful target, the CIA has no obligation to warn or seek to detain that person before
attacking, said Kenneth Anderson, professor of law at American University.

Other human rights lawyers argue that even in an armed conflict zone, individuals may be targeted only if
they take a direct part in fighting. Outside armed conflict zones, they say, international law permits lethal
force to be used only as a last resort, and only to prevent imminent attacks.

The United States officially bans "assassination" under Executive Order 12333, issued by President
Ronald Reagan on December 4, 1981, but Koh said "the use of lawful weapons systems ... for precision
targeting of specific high-level belligerent leaders when acting in self-defense or during an armed conflict
is not unlawful, and hence does not constitute 'assassination.™

Mary Ellen O'Connell of the University of Notre Dame Law School said: "We just don't have the right to
bomb people where there's no armed conflict," drawing a contrast between Pakistan and Afghanistan,
where U.S. forces are waging a nearly nine-year-old war.

Even if militants use Pakistan as a staging ground for Afghan attacks, O'Connell said the sovereign
boundary between Pakistan and Afghanistan must be respected.

"The United States is not fighting in self-defense against Pakistan. We do not hold Pakistan responsible
for cross-border incursions into Afghanistan and may not, lawfully, use military force in Pakistan in
response to those incursions," she said.

Addicott, the former legal adviser to Army Special Forces, disagrees: "The battlefield in the 'war on terror'
is global and not restricted to a particular nation. As in World War Two, there are no national limitations or
boundaries. This is war and we are entitled to kill them anywhere we find them."

"We can kill them when they're eating, we can kill them when they're sleeping. They are enemy
combatants, and as long as they're not surrendering, we can kill them."

WEIGHING PROS-AND-CONS

Killing senior militants has its drawbacks. Chief among them is the loss of intelligence that could be
gleaned by capturing and questioning them.
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In secret documents from 2007 that were recently made public, then-CIA director Michael Hayden
highlighted the value of capturing al Qaeda leaders. In an agency document, Hayden details how al
Qaeda lieutenant Abu Zubaydah became "one of our most important sources of intelligence on al Qaeda"
after his March 2002 capture.

Among other things, he helped U.S. authorities identify Khalid Sheikh Mohammed as the mastermind of
the September 11 attacks, whose interrogation, in turn, led U.S. authorities to other high-value targets
plotting attacks on U.S. sail.

"It is a balance, a difficult balance,"” a U.S. military official said. "There's no doubt about it, (targeted killing)
impacts your ability to gather first person intelligence. But it has other beneficial effects like removing
(leadership) capabilities.”

Riedel, the former CIA analyst now with the Brookings Institution, said drone strikes were effective at
killing but "the real homerun is taking a senior leader prisoner who, in the course of debriefing, leads you
to other senior people and opens the door to a greater insight into the enemy you're facing."

"It's a Catch-22. What do you do with these guys? It's a real policy dilemma which the Obama
administration has yet to address," a senior U.S. government official said.

In addition to the closing of Guantanamo, Obama has committed to transferring responsibility for
detention facilities to the Afghan government.

Another senior U.S. government official cited the arrest in Pakistan of the Afghan Taliban's top military
commander, Mullah Abdul Ghani Baradar, as an example of the constraints on the CIA now that its secret
"black site" prisons have been closed.

Though Baradar was nabbed in a joint operation with Pakistan's ISl intelligence service, giving the CIA
custody was never an option. Baradar has started talking but the U.S. government official said the
information flow would be greater were he held in CIA custody.

U.S. military officials also cite an attack in September 2009 by helicopter-borne Special Operations
Forces on a car in which one of east Africa's most wanted al Qaeda militants, Kenyan-born Saleh Al
Saleh Nabhan, was a passenger.

"We may have been able to capture the guy but the decision was made to kill him," a U.S. defense official
said of the Somali operation. A factor in the decision, the official said, was uncertainty about "what would
we do with him" if he was captured alive.

In many instances, operations never get off the ground because of the risks.

A former U.S. intelligence official said there were discussions late in the Bush administration about the
possibility of using armed drones to help Mexican fight narco-traffickers. But the idea of "shooting missiles
on the outskirts of Mexico City" ran into opposition, he said.

The Pentagon also considered taking military action in Somalia as intelligence poured in early last year
about pirates establishing large camps from which they could launch attacks on commercial ships,
counterterrorism and defense officials told Reuters.

The Navy had gone so far as to draw up plans for "lethal strikes" on the camps but the idea was nixed in
part because of concerns about civilian casualties and what the U.S. military would do with those who are
injured or captured given the country's lawless state. Some of the beachfront camps were set up in
densely populated areas.
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"The rhetorical question was: Should we go after the base camps," one official said. "We didn't go to their
camps because of concerns about civilian casualties and about there not being a government there to
turn them over to or to deal with the aftermath."

NATO's top commander, U.S. Admiral James Stavridis, told Reuters there were "active discussions" now
about "taking actions ashore," from promoting development to discourage pirating to "burning skiffs,
taking out camps." He said drones were "part of our operational footprint wherever we go."

PAKISTAN'S DEEPENING ROLE

An American diplomat tells a story about a meeting he had with Pakistani parliamentarians that offers a
window into the tough position that nation is in when it comes to the drone attacks.

The message from each lawmaker seemed straightforward: CIA drone strikes against militants in the
tribal areas bordering Afghanistan cause terrible damage and must stop.

Then, in the middle of the session, according to an account provided to Reuters, one of the
parliamentarians slipped the American guest, who specializes in the region, a handwritten note: "The
people in the tribal areas support the drones. They cause very little collateral damage. But we cannot say
so publicly for reasons you understand.”

U.S. officials say they go along with this "game" understanding that public acknowledgment of any
Pakistani role in the U.S. targeted killings could have major implications for the government in Islamabad,
already struggling in the face of militant accusations it is an American puppet.

A former U.S. intelligence official said the CIA was conducting the drone strikes instead of the U.S.
military because the covert nature of the program gives Islamabad the "fig leaf of deniability."

"They can't stand up to their own people and say they're in league with the U.S.," the official said.

Anecdotal evidence cited by U.S. officials suggests that opposition to the drone strikes is stronger in
major population centers, where the Taliban have less of a presence, than in the tribal areas, where the
Taliban hold sway and the missiles rain down.

Significantly, U.S. and Pakistani officials say, there have been no major public protests against them, not
even among the tribes being targeted.

Most of these attacks have targeted militant hideouts in remote mountainous areas, where there are few if
any civilians. A tribal elder from North Waziristan, who declined to be identified, told Reuters: "People
have chosen silence. They want to get rid of the Taliban and if the (Pakistani) army cannot do it now, then
it (drone attacks) is fine with them."

"As long as things are moving forward, people's minds are changing. There is no anger against the strikes
as long as civilians are safe. There have been civilian deaths but not in big numbers," the elder told
Reuters.

Another tribesman, who did not want to be named for safety reasons, said: "We prefer drone strikes than
army operations because in such operations, we also suffer. But drones hit militants and it is good for us.”

Brigadier Asad Munir, a retired ISI officer, said the drone attacks have become "routine" in the tribal
areas. "If they find 10 targets a day, they will do it. It will not spark any fresh anger," Munir said. "People
have gotten used to it."

BEHIND THE FACADE
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The truth is the CIA would not be able to find the militants in many cases without the help of Pakistan's
spies and informants, officials say.

"You need guys on the ground to tell you who they (the targets) are and that isn't coming from some white
guy running around the FATA. That's coming from the Pakistanis," a U.S. official said, referring to the
semi-autonomous Federally Administered Tribal Areas along the Afghan border.

A Pakistan security expert, Ikram Sehgal, agreed. He said the intelligence underpinning the drone strikes
has improved precisely because of increased Pakistani cooperation.

"The drone attacks after May last year have been very targeted and they have done a lot of good in terms
of taking out the bad guys. And | think that has been possible because of the fact of Pakistan Army
officers being in American camps in Afghanistan giving that actionable intelligence which is required," he
said.

As the raw intelligence from the drones pours in, Pakistani intelligence liaisons work directly with CIA and
military teams in Pakistan and Afghanistan to avoid miscommunication with agents and informants in the
field. "We have Pakistanis around to help with coordination," a U.S. military official said.

But tension remains beneath the surface. While their leaders cooperate, many in the Pakistani military
deeply resent the drone strikes, complicating efforts to bring Pakistan wholeheartedly on board in the
battle against Islamist militants.

"This is a proud military and many hate the drone program because it is a constant reminder that they're
not in control," a former U.S. intelligence official said.

CAN DRONES WIN THE WAR?

U.S. intelligence officials proudly tout the drone campaign as the most precise and possibly humane
targeted killing program in the "history of warfare."

The target selection process is a secret but, according to the former intelligence official, individuals who
are nominated to be "high-value targets" must be vetted by CIA lawyers to determine if they pose "a
continuing and imminent threat."

The agency often uses specially designed missiles that have a small blast field with minimal shrapnel to
limit "collateral damage", as unwanted casualties are known in military circles. Targets are often killed by
the concussion created by the explosion.

Recent advances in drone technology also help to reduce civilian casualties. A U.S. official said:
"Weapons can be steered away at the last moment if there's any possibility whatsoever that a non-
combatant may be at risk. That speaks to the extreme precision of this system."

An official who has watched several drone strikes recalled the precision with which a CIA operator
focused one of the drone's cameras on its target, identifying the wanted man by his missing left arm. A
lawyer is always present, he said.

A senior U.S. government official said the strikes themselves may be more precise than ever, but target
selection was only as good as the underlying intelligence.

While improved, U.S. officials acknowledge their limited ability to get first-hand intelligence. They rely
heavily on satellite and drone imagery, and cell phone intercepts.
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Even the Pakistanis have had difficulties in the past ensuring a reliable supply of intelligence in a region
where people are often executed as spies.

One intelligence official estimated that as many as 70 Pakistani agents had been killed in the tribal areas
and, at one point, areas around Miranshah in North Waziristan, the main Taliban and al Qaeda hub in the
area, had become a black hole in terms of intelligence collection.

For some, however, it's not the technology or intelligence as much as the strategy that is flawed.

Addicott, the former legal adviser to Army Special Operations Forces, asks: "Are we creating more
enemies than we're killing or capturing by our activities? Unfortunately, | think the answer is yes. These
families have 10 sons each. You kill one son and you create 9 more enemies. You're not winning over the
population."

"Drones don't impress them," Addicott added. "In the mind of the radicals we're cowards, we won't fight
face-to-face. This is what they teach in the madrassas."

He is referring to the pro-Taliban religious schools which help produce many of the movement's anti-
American foot-soldiers.

According to Sehgal, who is chairman of Pathfinder G4S, Pakistan's largest private security firm, these
madrassas turn out between 7,000 and 15,000 "hard-core" students each year, eclipsing the number
being killed by CIA drones and U.S. forces in Afghanistan.

Within the intelligence community, the verdict is still out on whether the CIA's targeted killing of Baitullah
Mehsud degraded the Pakistani Taliban's capabilities -- one of the main objectives in any targeted killing.

Since his death last August, there have been fewer attacks against civilians in Pakistan -- 1,019 between
August 6, 2009 and April 30, 2010, compared to 1,875 attacks between October 1, 2008 and August 5,
2009, according to a review of the U.S. National Counterterrorism Center's database.

But a U.S. counterterrorism official familiar with the data said the change was likely the result of Pakistani
military offensives against militants in the tribal areas, rather than Mehsud's death, noting a downward
trend in attacks prior to the August drone strike that killed him.

Baitullah's successor, Hakimullah Mehsud, may be even more ruthless.

"Although the number of attacks is down compared to before his death, the lethality is higher resulting in
more deaths than normal for that level of attacks. That might indicate the militants are trying to maximize
causalities or have changed tactics," the counterterrorism official said.

What is clear is that the issue of whether this military strategy is succeeding or not is not receiving very
much attention in policy circles in Washington.

John Rizzo, who served as the CIA's top lawyer during the Bush administration, said he found it odd that
while Bush-era interrogation methods like waterboarding came under sharp scrutiny, "all the while, of
course, there were lethal operations going on, and think about it, there was never, as far as | could
discern, ever, any debate, discussion, questioning ... the United States targeting and killing terrorists."

American University's Anderson said that could change if human rights group seize on the issue. "It could
be the whole interrogation and detention thing all over again," he said.
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Because of the sensitivities involved, the president himself has not brought up the drone controversy in
public, with the exception of a joke at a black-tie dinner on May 1 attended by Washington journalists,
politicians and celebrities.

Calling his two young daughters Sasha and Malia "huge fans" of the Jonas Brothers band, Obama
cautioned the young pop stars: "Boys, don't get any ideas. | have two words for you -- Predator drones,
the president said to laughter.

"You will never see it coming."

(Additional reporting by Zeeshan Haider and Kamran Haider in Islamabad, Myra MacDonald in London
and Phil Stewart and Caren Bohan in Washington; editing by Jim Impoco and Claudia Parsons)
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